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OUR MISSION

We are helping build 
a better Internet



Note: Figures as of March 31, 2024, except for network capacity, which is as of April 30, 2024. 
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  330 cities
   in 120+ countries, including mainland China

50 ms
from 95% of the worldʼs Internet-connected 
population

321 Tbps
of network capacity and growing

13,000 networks 
directly connect to Cloudflare, including ISPs, cloud 
providers, and large enterprises

Cloudflare city 
(as of Q1 2024

A single network that delivers local capabilities with global scale  

INFRASTRUCTUREINFRASTRUCTURE

Cloudflare backbone 
(as of Q1 2024

https://blog.cloudflare.com/backbone2024/

https://blog.cloudflare.com/backbone2024/


Integrated Global Cloud Platform 
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WHAT WE OFFER
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Compliance/Privacy: BSI, ISO, SOC, PCI, GDPR compliant, Logs & Analytics, Data Localization Suite

Cloudflare 
Application Services

Cloudflare 
Global Network

Cloudflare 
Zero Trust Services

Cloudflare 
Network Services

Cloudflare One1 Zero Trust Network Access

Remote Browser Isolation

Data Loss Prevention

Network Interconnect

Smart Routing

WAN-as-a-Service

Firewall-as-a-Service

    L3 & L4 DDoS Protection

Rate Limiting

Load Balancing

Bot Management

CDN and DNS

L7 DDoS Protection

WAF with API Protection

    

Secure Web Gateway

Cloud Access Security Broker

Cloud Email Security

IDS/IPS 

Cloudflare Platform

Workers Pages Durable Objects StreamCloudflare Developer 
Platform R2 Workers KV Images
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Cloudflare Radar
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Cloudflare DDoSBericht Q3 2024

Wurden durch das 
Cloudflare Netzwerk 
in 3 Monaten 
abgewehrt.
Das entspricht einem 
Anstieg um 49% im 
Quartalsvergleich und 
55% im 
Jahresvergleich. 

6 Millionen Angriffe
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Cloudflare DDoSBericht Q3 2024

Peak Angriff. 200 
weitere 
hypervolumetrische 
mit mehr als 3 
Tbit/s und mehr als 
2 Milliarden 
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War das Ziel der 
meisten Angriffe. 
Indonesien war das 
wichtigste 
Ursprungsland der 
Attacken. 

China 
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Cloudflare DDoSBericht Q3 2024
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Landscape
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Landscape App Layer Attacks Origin)
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Cloudflare DDoSBericht Q3 2024

● SYN FLOODS 
als führender 
Angriffsvektor

● Bekannte 
Botnets als 
Hauptvektor 
für die HTTP 
Angriffe
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The way of a full attack

HTTP Floods Botnets)

DNS Floods

SYN Floods TCP Handshakes)

UDP floods

Actual attack

Verschiedene 
Vektoren

Angriffe finden 
häufig auf 
verschiedenen 
Layern statt. 
Netzwerke L3&4 
müssen unbedingt 
auch geschützt 
werden

SSPDAmplifikatio
nen sind in den 
verganenen 3 
Monaten um 
4.000% gestiegen. 
UPnP Protokoll 
wird ausgenutzt) 

New Player

More Info: 
https://www.cloudflare.com/learning/ddos/ssdp-ddos-attack/
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Who are you?
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Who are you?
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Security for ISPs 



Thank you

491736674486
mlutz@cloudflare.com
www.cloudflare.com


